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Cyber security & incident management 

Learning Aim A: Cyber security threats, system  
vulnerabilities and security protection methods P
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A1 Cyber security threats 
A2 System vulnerabilities 
A3 Legal responsibilities 
A4 Software and hardware security measures  

Learning aim B: Use of networking architectures and  
principles for security

B1 Network types 
B2 Network components 
B3 Networking infrastructure services and resources 

Learning aim C: Cyber security documentation

C1 Internal policies 

Learning aim D: Forensic procedures

D1 Forensic collection of evidence 
D2 Systematic forensic analysis of a suspect system 


